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HIPAA Security 
   S E R I E S  

 
  
 

 
What is the Security Series? 
The security series of papers will provide guidance from the Centers for 
Medicare & Medicaid Services (CMS) on the rule titled “Security Standards 
for the Protection of Electronic Protected Health Information,” found at 45 
CFR Part 160 and Part 164, Subparts A and C, commonly known as the 
Security Rule. The Security Rule was adopted to implement provisions of the 
Health Insurance Portability and Accountability Act of 1996 (HIPAA). The 
series will contain seven papers, each focused on a specific topic related to 
the Security Rule. The papers, which cover the topics listed to the left, 
designed to give HIPAA covered entities 
insight into the Security Rule and 
assistance with implementation of the 
security standards. This series explains 
specific requirements, the thought process 
behind those requirements, and possible 
ways to address the provisions. 

are 

tanding of the Security Rule. 

 
CMS recommends that covered entities read 
“Security 101 for Covered Entities” before re
paper clarifies important Security Rule conce
entities as they plan for implementation. This
devoted to the standards for 
Administrative Safeguards and their 
implementation specifications and 
assumes the reader has a basic 
unders
 
 
Background 
An important step in protecting electronic pro
(EPHI) is to implement reasonable and appro
that establish the foundation for a covered en
Administrative Safeguards standards in the S
developed to accomplish this purpose.
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Compliance Deadlines 
No later than April 20, 2005 for 
all covered entities except small 
health plans, which have until 
no later than April 20, 2006. 
 May 2005  

NOTE:  To download the first 
paper in this series, “Security 
101 for Covered Entities,” visit 
the CMS website at:   
www.cms.hhs.gov/hipaa/hipaa2.  

the first paper in this series, 
ading the other papers. The first 
pts that will help covered 
 second paper in the series is 

tected health information 
priate administrative safeguards 
tity’s security program.  The 
ecurity Rule, at § 164.308, were 
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STANDARD 
164.310(a)(1) 

POLICIES and 
PROCEDURES and 
DOCUMENTATION 
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REQUIREMENTS
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- Security Incident 

Procedures 
- Contingency Plan 
- Evaluation 
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Security Standards: 
General Rules 

HIPAA SECURITY 
STANDARDS 

The objectives of this paper are to: 
 

 Review each Administrative Safeguards standard and 
implementation specification listed in the Security Rule. 

 
 Discuss the purpose for each standard. 

 
 Provide sample questions that covered entities may want to 
consider when implementing the Administrative Safeguards.  

 
Sample questions provided in this paper, and other HIPAA Security Series 
papers, are for consideration only and are not required for implementation. 
The purpose of the sample questions is to promote review of a covered 
entity’s environment in relation to the requirements of the Security Rule. 
The sample questions are not HHS interpretations of the requirements of the 

ecurity Rule. S
 
All the information presented in the Security Series is designed to further 
covered entities’ understanding of the Security Rule concepts. The papers 
are not intended to be the definitive guidance for covered entity compliance. 
Compliance with the Security Rule will depend on a number of factors, 

cluding those identified in § 164.306(b)(2): in
 
 “(i)  The size, complexity, and capabilities of the covered 
  entity. 
  (ii)  The covered entity's technical infrastructure,  

 capabilities.   hardware, and software security
  (iii)  The costs of security measures. 
  (iv)  The probability and criticality of potential risks to  

 EPHI.”  
 
 
What are Administrative Safeguards? 
The Security Rule defines administrative safeguards as, “administrative 
actions, and policies and procedures, to manage the selection, development, 
implementation, and maintenance of security measures to protect electronic 
protected health information and to manage the conduct of the covered 
ntity’s workforce in relation to the protection of that information.” e

 
The Administrative Safeguards comprise over half of the HIPAA Security 
requirements. As with all the standards in this rule, compliance with the 
Administrative Safeguards standards will require an evaluation of the 
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security controls already in place, an accurate and thorough risk analysis, and a series of 
documented solutions derived from a number of factors unique to each covered entity. 
 
 

 
) Security Management Process 

 
The first standard under Administrative Safeguards section is the Security Management Process. 
This standard requires covered entities to: 

NOTE:  For a more detailed 
discussion of “addressable” and 
“required” implementation 
specifications, see the first 
paper in this series, “Security 
101 for Covered Entities.” 

 
“Implement policies and procedures to prevent, detect, contain and 
correct security violations.” 

 
The purpose of this standard is to establish the administrative processes and procedures that a 
covered entity will use to implement the security program in its environment.  There are four 
implementation specifications in the Security Management Process standard. 
 

1. Risk Analysis (Required) 
2. Risk Management (Required) 
3. Sanction Policy (Required) 
4. Information System Activity Review 

(Required) 
 
 
The Importance of Risk Analysis and Risk Management  
Risk analysis and risk management are critical to a covered entity’s Security Rule compliance 
efforts. Both are standard information security processes that have already been adopted by some 

rganizations within the health care industry. o
 
As stated in the responses to public comment in the preamble to the Security Rule, the Security 
Management Process standard and associated implementation specifications “form the 
foundation upon which an entity’s necessary security activities are built.”  The results from the 
risk analysis and risk management processes will become the baseline for security processes 

ithin covered entities. w
 
This paper provides a general understanding of risk analysis 
and risk management concepts and processes. CMS will 
include a more detailed discussion of risk analysis and risk 
management in paper 6 in the HIPAA Security Series titled, 
Basics of Risk Analysis and Risk Management.”  “

 
 

NOTE: Risk analysis and risk 
management serve as tools to 
assist in the development of a 
covered entity’s strategy to 
protect the confidentiality, 
integrity, and availability of 
EPHI.
STANDARD
§ 164.308(a)(1
 May 2005  
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1.  RISK ANALYSIS (R) - § 164.308(a)(1)(ii)(A) 
The Risk Analysis implementation specification requires covered entities to: 
 

sks and 

electronic protected health information held by the covered entity.” 

 general, a risk analysis can be viewed as: 
 

 he process of identifying potential security risks, and  

 Determining the probability of occurrence and magnitude of risks. 

 

 How does EPHI flow throughout the organization? This includes EPHI that 

 

 sidered 

 
aintain or transmit EPHI? 

 

al threats to information 

 

isk M ires an organization 
to make e Risk 
Manag

o 
 the 

is required 
plementation specification must also allow the covered entity to comply with § 

“Conduct an accurate and thorough assessment of the potential ri
vulnerabilities to the confidentiality, integrity, and availability of 

 
In

T
 

 

Sample questions for covered entities to consider: 

is created, received, maintained or transmitted by the covered entity. 

What are the less obvious sources of EPHI? Has the organization con
portable devices like PDAs? 

 

What are the external sources of EPHI? For example, do vendors or 
consultants create, receive, m

 What are the human, natural, and environment
systems that contain EPHI? 

 
.  RISK MANAGEMENT (R) - § 164.308(a)(1)(ii)(B) 2

R anagement is a required implementation specification. It requ
 decisions about how to address security risks and vulnerabilities. Th

ement implementation specification states that covered entities must: 
  

“Implement security measures sufficient to reduce risks and 
vulnerabilities to a reasonable and appropriate level to comply with 
§164.306(a).”  

 
Risk management is the process used to identify and implement security measures t
reduce risk to a reasonable and appropriate level within the covered entity based on
overed entity’s circumstances. The measures implemented to comply with thc

im
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164.306(a) of the Security Standards: General Rules. Covered entities will want to 
answer rocess. 
 
 

ample questions for covered entities to consider: 
 

 Is executive leadership and/or management involved in risk management 

 

ed throughout the organization? 

age othe isk 

 

haracteristics of its environment including the 
ctors at § 164.306(b)(2), which are listed on page 2 

 
3.  SA

nother implementation specification in the Security Management Process is the 

propriate sanctions against workforce members who fail to 
comply with the security policies and procedures of the covered entity.” 

Approp nderstand the 
conseq ce
noncomplian
 
 

ample questions for covered entities to consider: 
 

 some basic questions when planning their risk management p

S
What security measures are already in place to protect EPHI (i.e., 
safeguards)? 

 

and mitigation decisions? 

 Are security processes being communicat
 

 Does the covered entity need to eng
management? 

 
In general, a covered entity will want to make sure its
risk management strategy takes into account the 

r resources to assist in r

NOTE:  Covered entities must
ensure that the risk a

 
nalysis 

and risk management 
processes are on-going and 
dynamic processes that can 

ent or 
operations change.

c
fa
of this paper. These factors will help the covered 

change as the environm
 

entity to determine what potential security measures 
are reasonable and appropriate for its environment. 
 

NCTION POLICY (R) - § 164.308(a)(1)(ii)(C) 
A
Sanction Policy. It requires covered entities to: 
 

“Apply ap

 
riate sanctions must be in place so that workforce members u

uen s of failing to comply with security policies and procedures, to deter 
ce. 

S
Does the covered entity have existing sanction policies and procedures to 
meet the requirements of this implementation specification? If not, can 
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existing sanction policies be modified to include language relating to 

 

 to 
 part k or 
site to ? 

 
nd procedures state 

that the workforce member 

dures may lead to 
disciplinary action, for example, up to 
and including termination? 

olicy 

verity 

 

ncludes the Information System 
ctivity Review implementation specification.  This required implementation 

activity, such as audit logs, access reports, and security incident tracking 
reports.” 

 
The inf at I 
is used or disclosed in an inappropriate manner.  
 
Inform n e dif r each covered entity. 
The procedu  covered
strategy and of all inform
 
 

to 
 part k or 
site to ? 

 
nd procedures state 

that the workforce member 

dures may lead to 
disciplinary action, for example, up to 
and including termination? 

olicy 

verity 

 

ncludes the Information System 
ctivity Review implementation specification.  This required implementation 

activity, such as audit logs, access reports, and security incident tracking 
reports.” 

 
The inf at I 
is used or disclosed in an inappropriate manner.  
 
Inform n e dif r each covered entity. 
The procedu  covered
strategy and of all inform
 
 

violations of these policies and procedures? 

Does the organization require employees 
security policy and procedures (e.g., as
confidentiality statement) as a prerequi

oyees 
security policy and procedures (e.g., as
confidentiality statement) as a prerequi

sign a statement of adherence to 
of the employee handboo
 employment

sign a statement of adherence to 
of the employee handboo
 employment

  

Does the statement of adherence to 
security policies a
Does the statement of adherence to 
security policies a NOTE: A covered entity’s 

sanction policy should reinforce 

procedures. 
acknowledges that violations of security 
policies and proce
acknowledges that violations of security 
policies and proce

its security policies and 

  

 Does the sanction policy provide examples of potential violations of p
and procedures?  

 

 Does the sanction policy provide examples of potential violations of p
and procedures?  

 

 Does the sanction policy adjust the disciplinary action based on the se
of the violation?  

 Does the sanction policy adjust the disciplinary action based on the se
of the violation?  

  
4.  INFORMATION SYSTEM ACTIVITY REVIEW (R) - § 164.308(a)(1)(ii)(D) 
The Security Management Process standard also i
4.  INFORMATION SYSTEM ACTIVITY REVIEW (R) - § 164.308(a)(1)(ii)(D) 
The Security Management Process standard also i
AA
specification states that covered entities must: 
 

“Implement procedures to regularly review records of information system 

specification states that covered entities must: 
 

“Implement procedures to regularly review records of information system 

orm ion system activity review enables covered entities to determine if any EPHorm ion system activity review enables covered entities to determine if any EPH

atio system activity review procedures may b
re should be customized to meet the
take into account the capabilities 

atio system activity review procedures may b
re should be customized to meet the
take into account the capabilities 

ferent fo
 entity’s risk management 

ation systems with EPHI.   

ferent fo
 entity’s risk management 

ation systems with EPHI.   
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NOTE: The Information 
System Activity Review 

tion specification 

nformation 

t. 

ample questions for covered entities to consider: 
 rmation 

 Are the information systems functions 
dequately used and monitored to 

tems? 
 

 Is there a procedure that describes specifics of the reviews? 

S
What are the audit and activity review functions of the current info

implementa
should also

promote continual awareness of 
nformation system activity? 

systems? 
 

a

 promote continual 
awareness of any i
system activity that could 
suggest a security inciden

 

 What logs or reports are generated by 
the information sys

i

 Is there a policy that establishes what reviews will be conducted? 
 

 
 

 
Assigned Security Responsibility  
STANDARD 

§ 164.308(a)(2) 
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The second standa
Responsibility h tion specifications for this standard. The 
standard requir
 

“Identify the security official who is responsible for the development and 

 
The urpose of thi  for assuring that 

e of the 

ard at 
 

d
 

 The Security Official and Privacy Official can be the same person, but are not 
re

 

 
rd in the Administrative Safeguards section is Assigned Security 
ere are no separate implementa. T

es that covered entities: 

implementation of the policies and procedures required by this subpart 
[the Security Rule] for the entity.” 

s standard is to identify who will be operationally responsible p
the covered entity complies with the Security Rule. Covered entities should be awar
ollowing when assigning security responsibility: f

 
 This requirement is comparable to the Privacy Rule stand
§164.530(a)(1), Personnel Designations, which requires all covered entities to

esignate a Privacy Official.   

quired to be. 
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 W
o
responsibilities (e.g., facility security or network security).   

 
W ec e basic questions. 
 
 

 Would it serve the organization’s needs to designate the same individual as 
ovider 

umented, 

 

 
W
o
e
c
a
n
 
W
 

hile one individual must be designated as having overall responsibility, 
ther individuals in the covered entity may be assigned specific security 

hen making this d ision covered entities should consider som

Sample questions for covered entities to consider: 

both the Privacy and Security Official (for example, in a small pr
office)? 

 

 Has the organization agreed upon, and clearly identified and doc
the responsibilities of the Security Official?   

 

 How are the roles and responsibilities of the Security Official crafted to 
reflect the size, complexity and technical capabilities of the organization?

 
 

 
 Workforce Security 

T
 

STANDARD 
§ 164.308(a)(3) 
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ll members of its 
tected health 

o agement 
], and to prevent those workforce members who do not have 

ithin EPHI to carry 
ut the duties  covered 
ntity must ide e efforts to 
ontrol access r systems and 
pplications th de only the minimum 
ecessa

ithin

sabl

 
he third standard is Workforce Security, which states that covered entities must: 

“Implement policies and procedures to ensure that a
onic proworkforce have appropriate access to electr

f rmation, as provided under [the Information Access Manin
standard
access under [the Information Access Management standard] from 
obtaining access to electronic protected health information.” 

 covered entity’s environment, workforce members that need access to  a
ir  must be identified. For each workforce member, or job function, the

ntify the EPHI that is needed, when it is needed, and make reasonabl
to the EPHI. This will also include identification of the compute
at provide access to the EPHI. Covered entities must provi

ry access to EPHI that is required for a workforce member to do his or her job.  

 Workforce Security there are three addressable implementation specifications. 

1. Authorization and/or Supervision (Addres e) 
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2. Workforce Clearance Procedure (Addressable) 
3. Termination Procedures (Addressable) 
 

.  AUTHORIZATION AND/OR SUPERVISION (A) – § 164.308(a)(3)(ii)(A) 
 

nable 

t procedures for the authorization and/or supervision of 
workforce members who work with electronic protected health 

 
Author io
system as t ng a file or running a 
program m
among cover
the informati or 
exampl  a
membe a

formation s ltiple 

d entities to c

 

 Are there similar existing processes used fo
used as an example for the EPHI? 

 

1
Where the Authorization and/or Supervision implementation specification is a reaso
and appropriate safeguard for a covered entity, the covered entity must: 
 

“Implemen

information or in locations where it might be accessed.” 

izat n is the process of determining whether a particular user (or a computer 
he right to carry out a certain activity, such as readi) h

. I plementation of this addressable implementation specification will vary 
ed entities, depending upon the size and complexity of the workforce, and 
on systems that contain EPHI. F

e, in  very small provider office, all staff 
rs m y need to access all EPHI in their 

ystem, since they may perform muin
functions. In this case, the covered entity might 
document the reasons for implementing policies and 
procedures allowing this kind of global access. If the 
documented rationale is reasonable and appropriate, 
his may be an acceptable approach. t

 
To determine the most reasonable and appropriate author
procedures, covered entities may want to ask some basic
and procedures.   
 
 

Sample questions for covere
 Are detailed job descriptions used to determ

person holding the position should have to E

 Who has or should have the authority to det
e.g., supervisors or managers? 

 

NOTE:  The Authorization 
and/or Supervision 
implementation specification 
provides the necessary checks 

 
 some 

cases, no access) to EPHI.   

and balances to ensure that all 
members of the workforce have
appropriate access (or, in
 May 2005  

s 

onsider: 
cess the 

I, 

r paper records that could be 

ization and/or supervision 
 questions about existing policie

ine what level of ac
PHI? 

ermine who can access EPH
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Covered entities should review the authorization and supervision policies already present 
in the o ni
covered entit or EPHI, and/or 
develop corresponding documentation.   
 
 
.  WORKFORCE CLEARANCE PROCEDURE (A) - § 164.308(a)(3)(ii)(B) 
overed entities need to address whether all members of the workforce with authorized 

learance 
 a 

 
In othe  that a 

orkforce member does in fact have the appropriate access for their job function. A 
 or 

Sample questions for covered entities to consider: 
e 

 Are the procedures used consistently within the organization when 
determining access of related workforce job functions? 

 
 
3.  TERMIN  
Where the Termination Procedures implementation specification is a reasonable and 
approp  s
 

“Implement procedures for terminating access to electronic protected 
health information when the employment of a workforce member ends or 
as required by determinations made as specified in paragraph 

(3) i)(B) [the Workforce Clearance Procedure] of this section.” 

on ivileges when an 
ation no 
luntarily or 

cess must be in place. 
 

rga zation’s current operating environment. Depending on the existing policies, 
ies may need to reinforce them, make modifications f

2
C
access to EPHI receive appropriate clearances. Where the Workforce C
Procedure implementation specification is a reasonable and appropriate safeguard for
covered entity, the covered entity must:  
 

“Implement procedures to determine that the access of a workforce 
member to electronic protected health information is appropriate.” 

r words, the clearance process must establish the procedures to verify
w
covered entity may choose to perform this type of screening procedure separate from
as a part of the authorization and/or supervision procedure. 
 
 
 

 Are there existing procedures for determining that the appropriate workforc
members have access to the necessary information? 

 

ATION PROCEDURES (A) - § 164.308(a)(3)(ii)(C)

riate afeguard for a covered entity, the covered entity must: 

(a)
 

(i

Terminati procedures must be implemented to remove access pr
employee, contractor, or other individual previously entitled to access inform
longer has these privileges.  Whether the employee leaves the organization vo
involuntarily, procedures to terminate ac



2 Security Standards: Administrative Safeguards 
 
 

Information Access Management 

The sam ge 
access s access to 
EPHI. T anization and the 
sophistication of associated information systems. 

o c
res a
ysica

de timely communication of 

e process that is implemented for termination should also be used to chan
levels if an employee’s job description changes to require more or les

he procedures should also address the complexity of the org

 
 

Sample questions for covered entities t
 Do the termination policies and procedu

removing information system and/or ph
 

onsider: 
ssign responsibility for 
l access?   

 Do the policies and procedures inclu
termination actions to insure that the termination procedures are 
appropriately followed?   

 
 

 
STANDARD 
§ 164.308(a)(4) 
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he fourth stan ccess 

Management. C
 

 electronic 
protected health information that are consistent with the applicable 

 
Restric
need for access is a basic tenet of security. By implem
this standard, t
or destruction 
determine thos
EPHI within th
 
Compli
entity’s h 
require  limit 
unnecessary or inappropriate access 
understand this standard, covered entities should review the minimum necessary standard of the 
HIPAA Privac
 
The Information Access Managem
 

1. Isolating Health Care Clearinghouse Functions (Required) 

T dard in the Administrative Safeguards section is Information A
overed entities are required to: 

“Implement policies and procedures for authorizing access to

requirements of subpart E of this part [the Privacy Rule].” 

ting access to only those persons and entities with a 
enting 

he risk of inappropriate disclosure, alteration, 
of EPHI is minimized. Covered entities must 
e persons and/or entities that need access to 
eir environment. 

ance with this standard should support a covered 
 compliance with the HIPAA Privacy Rule minimum necessary requirements, whic
s covered entities to evaluate their practices and enhance safeguards as needed to

to and disclosure of protected health information. To better 

NOTE:  The Information 
Access Management 
implementation speci
are closely related to t
implementation s

fications 
he 

pecifications 
under the Workforce Security 
standard. 

 y Rule. See 45 CFR 164.502(b) and 164.514(d). 

ent standard has three implementation specifications.  
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2. ccess Authorization (Addressable) 
ccess Establishment and Modification (Addressable) 

A
3. A

 
 

1.  ISO T
§ 164.308(a

ting tation specification states: 

t protect the 

uations, the health care 
earing

 
 

 

PHI in information 

 
 
2.  ACCESS AUTHORIZATION (A) - § 164.308(a)(4)(ii)(B) 
In the W kf he 
act of determ on 
job function or responsibilities, to carry out a certain activity, such as reading a file or 
running ro te 
safeguard for
  

Impl cedures for granting access to electronic 

works

LA ING HEALTH CARE CLEARINGHOUSE FUNCTIONS (R) –  
)(4)(ii)(A) 
 Health Care Clearinghouse Functions implemenThe Isola

 
“If a health care clearinghouse is part of a larger organization, the 
clearinghouse must implement policies and procedures tha
electronic protected health information of the clearinghouse from 
unauthorized access by the larger organization.” 

 
This implementation specification only applies in the situation where a health care 
clearinghouse is part of a larger organization. In these sit
cl house is responsible for protecting the EPHI that it is processing. 

Sample questions for covered entities to consider: 
 Does the larger organization perform health care clearinghouse functions? 

 

 If health care clearinghouse functions are performed, are policies and 
procedures implemented to protect EPHI from the other functions of the 
larger organization? 

 Are additional technical safeguards needed to separate E
systems, used by the health care clearinghouse, to protect against 
unauthorized access by the larger organization? 

or orce Security standard portion of this paper, authorization was defined as t
ining whether a particular user (or computer system) has the right, based 

 a p gram.  Where this implementation standard is a reasonable and appropria
  a covered entity, the covered entity must: 

ement policies and pro“
protected health information, for example, through access to a 

tation, transaction, program, process, or other mechanism.” 
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Once the covered entity has determined that the person or system is authorized, there are 
numerous ways to grant access to EPHI. In general, a covered entity’s policies and 

rocedures must identify who has authority to grant access privileges. It must also state 
e process for granting access. To create and document policies and procedures to grant 

ss?  

ith 
applicable requirements of the Privacy Rule? 

c to applications and business requirements? For 
example, do different workforce members require different levels of access 
based on job function? 

 
tication process, when granting access to a workforce member? 

  
Once a er der 
what ci ums st consider how access is established and modified. 
 
 
3.  ACCESS
 164.308(a
here the Access Establishment and Modification implementation specification is a 
asonable and ppropriate safeguard for a covered entity, the covered entity must: 

le ty’s access 

sactions, programs or processes. 
Responsibility for this function may be assigned to a specific individual or individuals, 

rs. 

p
th
access, covered entities should address the following questions. 
 
 

Sample questions for covered entities to consider: 
 How is authorization documented? How can it be used to grant acce

 

 Are the policies and procedures for granting access consistent w

 

 Have appropriate authorization and clearance procedures, as specified in 
workforce security, been performed prior to granting access? 

 

 Are access rules specifi

 

Is there a technical process in place, such as creating unique user name and 
an authen

 cov ed entity has clearly defined who should get access to what EPHI and un
tances, it murc

 ESTABLISHMENT AND MODIFICATION (A) -  
)(4)(ii)(C) §

W
re  a
 

“Imp ment policies and procedures that, based upon the enti
authorization policies, establish, document, review, and modify a user’s 
right of access to a workstation, transaction, program, or process.” 

 
This means that a covered entity must implement and manage the creation and 
modification of access privileges to workstations, tran

which also may be responsible for terminating access privileges for workforce membe
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STANDARD 
§ 164.308(a)(5) 

Covere
docume
 

 

 as 
necessary? 

embers periodically 
 to EPHI to ensure they are valid and 

d Training 

Regardless of the Administrative Safeguards a covered entity implements, those safeguards will 
not pro le in adh
Many s  ar
standar  
  
Specifi ard states t: 
 

pro embers of 

 
Securit ’s workforce is required 
by the compliance date of the Security Rule.  In addition, periodic retraining should be given 
whenever environmental or operational changes affect the security of EPHI. Changes may 
include
security
 
The Se
 

1. Security Reminders (Addressable) 

onitoring (Addressable) 
. Password Management (Addressable) 

d entities must evaluate existing procedures, update them (if needed), and 
nt procedures as necessary. 

 
Sample questions for covered entities to consider: 

 Are policies and procedures in place for establishing access and modifying
access?  

 

 Are system access policies and procedures documented and updated

 

 other workforce mDo members of management or 
review the list of persons with access
consistent with those authorized?  

 
 

 
Security Awareness an
 

tect the EPHI if the workforce is unaware of its ro
ecurity risks and vulnerabilities within covered entities
d, Security Awareness and Training, is so important.

cally, the Security Awareness and Training stand

“Implement a security awareness and training 
its workforce (including management).” 

y training for all new and existing members of the covered entity

ering to and enforcing them. 
e internal.  This is why the next 

 that covered entities mus

gram for all m

: new or updated policies and procedures; new or upgraded software or hardware; new 
 technology; or even changes in the Security Rule.  

curity Awareness and Training standard has four implementation specifications.  

2. Protection from Malicious Software (Addressable) 
3. Log-in M
4
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NOTE:  Covered entities must 
document the security 
reminders they implement. 
Documentation could include 
th

There are many types of security reminders that 
covered entities may choose to implement. Examples 
might include notices in printed or electronic form, 
agenda items and specific discussion topics at 
monthly meetings, focused reminders posted in e type of reminder, its 

message, and the date it was 
implemented. 

 
(a)(5)(ii

 a reasonable a

ffected areas, as well as formal retraining on security 
olicies and procedures. Covered entities should look 
t how they currently remind the workforce of current 

ices are reasonable and 

SOFTWARE (A) - § 164.308(a)(5)(ii)(B) 
ne important security measure that employees may need to be reminded of is security 

softwar ion 
ecification is a reasonable and appropriate safeguard for a covered entity, the covered 

and s 

m 

 data can be 
amaged or destroyed, or at a minimum, require 

ents, 
ss and 

Training standard, the workforce must also be trained regarding its role in protecting 
against malicious software, and system protection capabilities. It is important to note that 

1.  SECURITY REMINDERS (A) - § 164.308
Where this implementation specification is
covered entity, the covered entity must implement: 
 

“Periodic security updates.” 

)(A) 
nd appropriate safeguard for a 

 

a
p
a
policies and procedures, and then decide whether these pract
appropriate or if other forms of security reminders are needed. 
 
 
2.  PROTECTION FROM MALICIOUS 
O

e that is used to protect against malicious software.  Where this implementat
sp
entity must implement: 
 

“Procedures for guarding against, detecting, 
software.” 
 

Malicious software can be thought of as any progra
that harms information systems, such as viruses, 
Trojan horses or worms. As a result of an 
unauthorized infiltration, EPHI and other

 reporting maliciou

NOTE:  Malicious software that 
successfully invades 
information systems can cause 
significant damage. 

d
expensive and time-consuming repairs. 
 
Malicious software is frequently brought into an organization through email attachm
and programs that are downloaded from the Internet. Under the Security Awarene

training must be an ongoing process for all organizations. 
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3.  LOG-IN MONITORING (A) - § 164.308(a)(5)(ii)(C) 
Securit ms and how 

ey are supposed to manage their passwords. Where the Log-in Monitoring 
d 

ures for monitoring log-in attempts and reporting discrepancies.” 

ypically, an inappropriate or attempted log-in is 
when s
usernam
information s ation 
system ntify multiple unsuccessful 
attempt  lo
attempts in a log or audit trail. Still others might 
require ett
number of un
 
If smaller covered entities are not using, or are not familiar with, their systems 

or hese types of log-in attempts, they should contact their system vendor or 
pl nce capabilities are 

the nd monitor them. 

4.  PA
The last add here this 

mbers are trained on how to safeguard the information. Covered entities must train all 
dic 

ing 

y awareness and training should also address how users log onto syste
th
implementation specification is a reasonable and appropriate safeguard for a covere
entity, the covered entity must implement: 
 

“Proced
 
T

omeone enters multiple combinations of NOTE:  The purpose of the 

implementation specification is 
to make workforce members 

ts that 

es and/or passwords to attempt to access an 
ystem.  Fortunately, many inform

s can be set to ide

Log-in Monitoring 

aware of log-in attemp
are not appropriate. 

s to g-in. Other systems might record the 

 res ing of a password after a specified 
successful log-in attempts. 

capabilities f
read their ap

 t
ication software manuals for more information. O

orkforce must be made aware of how to use aestablished  w
 
 

SSWORD MANAGEMENT - § 164.308(a)(5)(ii)(D) 
ressable specification in this standard is Password Management.  W

implementation specification is a reasonable and appropriate safeguard for a covered 
entity, the covered entity must implement: 
 

 “Procedures for creating, changing, and safeguarding passwords.” 
 
In addition to providing a password for access, entities must ensure that workforce 
me
users and establish guidelines for creating passwords and changing them during perio
change cycles. 
 
 

Sample questions for covered entities to consider: 
 Are there policies in place that prevent workforce members from shar

passwords with others? 
 

 Is the workforce advised to commit their passwords to memory?  
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 Are common sense precautions taken, such as not writing passwords do
and leaving them in areas tha

STANDARD 
§ 164.308(a)(6) Security Incident Procedures 

wn 
t are visible or accessible to others? 

 

The next standard is Security Incident Procedures, which states that covered entities must: 
 

 
The purpose of within 
their environm ng security incidents is an integral part of the overall security 
program mplementing the Security Rule standards will reduce the type and amount of security 
inciden
with de
inciden
 
The Security Rule defines a security incident as, “the attempted or successful unauthorized 
access,
operati em.”  Security incident procedures must address how to identify 
security incidents and provide that the incident be reported to the appropriate person or persons. 
 
Whether a specific  would be considered a security incident, the specific process of 
documenting incidents, what information should be contained in the documentation, and what 
the appropriate nt and the 
information involved. An entity should be able to rely upon the information gathered in 
complying wit
management proce nd the privacy standards, to determine what constitutes a security 
incident in the context of its business operations. 
 
There is one required implementation specification for this standard. 
 
 

RESPONSE AND REPORTING (R) - § 164.308(a)(6)(ii) 
The Re
must: 
 

“Identify and respond to suspected or known security incidents; mitigate, 

y incidents and their 
outcomes.” 

 

 
 

 

 “Implement policies and procedures to address security incidents.” 

 this standard is to require covered entities to address security incidents 
ent. Addressi

. I
ts a covered entity encounters, but security incidents will occur. Even covered entities 
tailed security policies and procedures and advanced technology will have security 
ts. 

 use, disclosure, modification, or destruction of information or interference with system 
ons in an information syst

 action

 response should be will be dependent upon an entity’s environme

h the other Security Rule standards, for example, its risk assessment and risk 
dures a

sponse and Reporting implementation specification states that covered entities 

to the extent practicable, harmful effects of security incidents that are 
known to the covered entity; and document securit
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Security incident procedures must describe how workforce members are to respond to an 
inciden tent possible, the 
situation that
evaluating security incidents as part of ongoing risk management.  
 
Covere ti ave to 
deal with.  F
 

 S s 
E

 Corrupted backup tapes that do not allow restoration of EPHI 
 

ir e operations of information systems with 
PH

 

n 

 
o another user 
PHI stored 

 
A covered entity lish adequate response and 

 
 

m ities to consider: 
plemented to address security 

 Do the security incident policies and procedures list possible types of 

 curity 

 

t. This may include: preserving evidence; mitigating, to the ex
 caused the incident; documenting the incident and the outcome; and 

d en ties must be aware of any number of possible incidents that they may h
or example: 

tolen or otherwise inappropriately obtained passwords that are used to acces
PHI 

 

 V us attacks that interfere with th
I E

 Physical break-ins leading to the theft of media with EPHI  
 

 Failure to terminate the account of a former employee that is then used by a
unauthorized user to access information systems with EPHI 

 Providing media with EPHI, such as a PC hard drive or laptop, t
who is not authorized to access the EPHI prior to removing the E
on the media. 

’s security incident procedures must estab
reporting procedures for these and other types of events. 

Sa ple questions for covered ent
 Are policies and procedures developed and im

incidents? 
 

security incidents and the response for each? 
 

Do the security incident policies and procedures identify to whom se
incidents must be reported? 
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STANDARD 
§ 164.308(a)(7) 

 
Contingency Plan 
 

The purpose of contingency planning is to establish strategies for recovering access to EPHI 
should the orga s a power outage 
and/or disrupti
their EPHI available when it is n  requires that covered 
entities: 
 

“Esta
respo
anda

 
The Contingen  Pla five implementation specifications. 
 

Data Backup Plan (Required) 
D

. Emergency Mode Operation Plan (Required) 

. Testing and Revision Procedures (Addressable) 

1.  DA
The Data Backup Plan implementation specification requires covered entities to: 

 
e 

Most covered entities may have backup procedures as part of current business practices. 
Data Backup plans are an important safeguard for all covered entities, and a required 
implem

 
ample questions for covered entities to consider: 
 
 lan include all important sources of data such as patient 

ccounting systems, electronic medical records, health maintenance and 
ase management information, digital recordings of diagnostic images, 

ed?  

nization experience an emergency or other occurrence, such a
f sure that organizations have on o critical business operations. The goal is to en

eeded. The Contingency Plan standard

blish (and implement as needed) policies and procedures for 
nding to an emergency or other occurrence (for example, fire, 
lism, system failure, and natural disaster) that damages systems that v

contain electronic protected health information.” 

n standard includes cy

1. 
2. isaster Recovery Plan (Required) 
3
4
5. Applications and Data Criticality Analysis (Addressable) 
 
 
TA BACKUP PLAN (R) - § 164.308(a)(7)(ii)(A) 

“Establish and implement procedures to create and maintain retrievabl
exact copies of electronic protected health information.”  
 

entation specification. 
 

S
What is the EPHI that must be backed up?  

 

Does the p
a
c
electronic test results, or any other electronic documents created or us
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 Has the organization considered the various methods of backups, including 

re place? 

ent?    

2.  DIS
The Di

Esta ures to restore any loss of 
a.

Some c re
require t; s 
them to ecov

Sam
 very plan address issues specific to the covered 

ntity’s operating environment? 

 Is a copy of the disaster recovery plan readily accessible at more than one 

 
) 

 
dures t

the s
rating in eme

cy mode due to a technical failure or 

 

tape, disk, or CD?  
 

 Does the backup plan include storage of backups in a safe, secu
 

 Is the organization’s frequency of backups appropriate for its environm
 
 
ASTER RECOVERY PLAN (R) - § 164.308(a)(7)(ii)(B) 

ter sas Recovery Plan implementation specification requires covered entities to: 
 

blish (and implement as needed) proced“
dat ” 

 
ove d entities may already have a general disaster plan that meets this 
men  however, each entity must review the current plan to ensure that it allow

er EPHI.  r
 
 

ple questions for covered entities to consider: 
Does the disaster reco
e

 

 Does the plan address what data is to be restored? 
 

location? 
 

3.  EMERGENCY MODE OPERATION PLAN (R) - § 164.308(a)(7)(ii)(C
The Emergency Mode Operation Plan implementation specification requires covered 
entities to: 

“Establish (and implement as needed) proce
of critical business processes for protection of 
protected health information while ope
 

When a covered entity is operating in emergen
power outage, security processes to protect EPHI must be maintained. 

o enable continuation 
ecurity of electronic 
rgency mode.” 
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Sample questions for covered entities to consider: 

 Does the organization’s plan balance the need to protect the data with the 

 to protect the EPHI? 

 
 protection that can be implemented as needed? 

  plan in
contact names for all persons that must be no

 of those 

 
4.  TESTING AND REVISION PROCEDURES (A) - § 164.308(a)(7)(ii)(D) 

ion is a reasonable 
d for the covered entity, the covered entity must: 

 
It is im
implem ency Plan standard, including the Data 
Backup Plan, Disaster Recovery Plan, and Emergency Mode Operations Plan.  

procedures depends on the complexity of the covered entity’s organization and other 
factors such as size and costs.  It is expected that the frequency and comprehensiveness of 
the procedures will vary among covered entities. 

organization’s need to access the data? 
 

Will alternative security measures be used 
 

Does the emergency mode operation plan include possible manual 
procedures for security

 

Does the emergency mode operation clude telephone numbers and 
tified in the event of a disaster, 

people involved in the as well as roles and responsibilities
restoration process? 
 

Where the Testing and Revision Procedures implementation specificat
and appropriate safeguar
 

“Implement procedures for periodic testing and revision of contingency 
plans.” 

portant to point out that this implementation specification applies to all 
entation specifications under the Conting

 
Disaster recovery and emergency mode operations 
plans might be tested by using a scenario-based walk-
thru (to avoid daily operations impacts) or by 
performing complete live tests. The comprehensiveness 
and sophistication of the testing and revision 

NOTE:  Testing and revision 
procedures will vary in 
frequency and 
comprehensiveness.  

 
 
Sample questions for covered entities to consider: 

 Are the processes for restoring data from backups, disaster recovery and 
emergency mode operation documented?  
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STANDARD 
§ 164.308(a)(8) 

 understand 
? 

Have those responsible actually 
performed a test of the procedures? 

ANALYSIS (A) - 

ency
tation le 
 cove

es to identify their software 
applications (data applications that store, maintain or transmit EPHI) and determine how 
importa ze for data backup, 
disaster
applica s 
restored first

t is important for a covered entity to know if the security plans and procedures it implements 
ontinue to adequately protect its EPHI. To accomplish this, covered entities must implement 

ongoing m  an ally evaluate their 
st s t meet their 
or ati
 

 Do those responsible for performing contingency planning tasks
their responsibilities

 

 NOTE:  In most environments, 
at a minimum, a covered entity 

g  

 Have the results of each test been 
documented and any problems with the 
test reviewed and corrected? 
 

 
5.  APPLICATION AND DATA CRITICALITY 
§ 164.308(a)(7)(ii)(E) 
The last implementation specification in the Conting
and Data Criticality Analysis.  Where this implemen
and appropriate safeguard for the covered entity, the
 

“Assess the relative criticality of specific applications and data in support 
of other contingency plan components.” 
 

This implementation specification requires covered entiti

 Plan standard is Application 
 specification is a reasonab
red entity must: 

nt each is to patient care or business needs, in order to prioriti
 recovery and/or emergency operations plans.  A prioritized list of specific 
tion and data will help determine which applications or information systems get 

 and/or which must be available at all times. 
 
 

 
 
Evaluation 
 

I
c

should determine if existin
contingency plans are 
appropriate. 

onitoring
rategy and system

d evaluation plans. Covered entities must periodic
ntinue to o ensure that the security requirements co

ng environments. ganizations’ oper

The Evaluation standard has no separate implementation specifications. The standard requires 
covered entities to: 
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STANDARD 
§ 164.308(b)(1) 

itially 

response to environmental or operations changes affecting the security of 

ents 

 
The purpose o
covered entitie
appropriate sec  Security 

ule. Initially the evaluation must be based on the security 

ional 

Sample questions for covered entities to consider: 

ization, or new technology is implemented?  

  of both, most 
appropriate for the covered entity? 

 red in 
mented?  

 
 

The last standard in the Administrative Safeguards section is Business Associate Contracts and 

equirements.” The Business Associate Contracts and Other Arrangements standard states that: 

“A covered entity, in accordance with § 164.306 [the Security Standards: 
General Rules], may permit a business associate to create, receive, 

“Perform a periodic technical and nontechnical evaluation, based in
upon the standards implemented under this rule and subsequently, in 

electronic protected health information, that establishes the extent to 
which an entity’s security policies and procedures meet the requirem
of this subpart [the Security Rule].” 

f the evaluation is to establish a process for 
s to review and maintain reasonable and 
urity measures to comply with the

R
standards implemented to comply with the Security Rule. 
Subsequent periodic evaluations must be performed in response to environmental or operat
changes that affect the security of EPHI. The on-going evaluation should also be performed on a 
scheduled basis, such as annually or every two years.  The evaluation must include reviews of 
the technical and non-technical aspects of the security program. 

NOTE:  On-going evalua
security measures is the b

tion of 
est 

way to ensure all EPHI is 

 
 

 How often should an evaluation be done? For example, are additional 
evaluations performed if security incidents are identified, changes are made 
in the organ

 

Is an internal or external evaluation, or a combination

 

Are periodic evaluation reports and the supporting material conside
the analysis, recommendations, and subsequent changes fully docu

Business Associate Contracts  
And Other Arrangements 
 

adequately protected. 

Other Arrangements. The organizational requirements related to this standard are discussed in 
more detail in § 164.314(a) of the Rule, which is covered in paper five of this series titled 
“Security Standards – Organizational, Policies and Procedures and Documentation 
R
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maintain, or transmit electronic protected health information on the 
covered entity’s behalf only if the covered entity obtains satisfactory 

ssurances, in accordance with § 164.314(a) [the Organizational 

 
Covered entitie et the 
definition of business associate in § 160.103. This standard is comparable to the Business 
Associate Contract standard in the Privacy Rule, but is specific to business associates that create, 
receive, maintain or transmit EPHI. To comply with this standard, covered entities must obtain 
satisfactory ass d EPHI.  
 
This standard also ad
needed.  
 
As stated at § 164.308(b)(2), the Business Associate Contracts and Other Arrangements standard 
does not

a
Requirements] that the business associate will appropriately safeguard the 
information (Emphasis added).”  

s must enter into a contract or other arrangement with persons that me

urances from the business associate that it will appropriately safeguar

dresses a few situations in which a business associate contract is not 

 apply h 
 

“(i)  care 
provider concerning the treatment of an individual. 

(ii) 
e issuer on behalf of a group health plan to a plan 

sponsor, to the extent that the requirements of § 164.314(b) and § 
164.504(f) apply and are met; or 

lates the satisfactory assurances it 
rovided as a business associate of another covered entity will be in noncompliance with the 

requirements of this paragraph and §164.314(a).” 
 
The standard has one implementation specification. 
 

 
WRITTEN CONTRACT OR OTHER ARRANGEMENT (R) – § 164.308(b)(4) 
Covered entities are required to: 

 
“Document the satisfactory assurances required by paragraph (b)(1) [the 
Business Associate Contracts and Other Arrangements] of this section 

 wit respect to: 

The transmission by a covered entity of EPHI to a health

 
The transmission of EPHI by a group health plan or an HMO or 
health insuranc

 
(iii)  The transmission of EPHI from or to other agencies providing the 

services at § 164.502(e)(1)(ii)(C), when the covered entity is a health 
plan that is a government program providing public benefits, if the 
requirements of § 164.502(e)(1)(ii)(C) are met.” 

 
 addition, § 164.308(b)(3) states, “A covered entity that vioIn

p
standards, implementation specifications, and 
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through a written contract or other arrangement with the business 

 Have all business associates been identified? Business associates may 
ices, vendors of hardware and 

determine if Security Rule requirements are addressed?  

To minimize additional work efforts, can existing business associate 

 
 
In Summary 
All of  Safeguards 
section refer to adm ust be in place for 

anagement and execution of security measures. These include performance of security 
management process, assignment or delegation of security responsibility, training requirements, 
and evaluation and documentation of all decisions. 
 
 

associate that meets the applicable requirements of §164.314(a) [the 
Organizational Requirements].” 
 
 
Sample questions covered entities may want to consider: 

include clearinghouses, medical billing serv
software, external consultants, lawyers, transcription contractors, or others 
who have access to EPHI.  

 

 Have existing business associate contracts created and implemented for 
compliance with the Privacy Rule, which involve EPHI, been reviewed to 

 

 
contracts, which involve EPHI, be modified to include Security Rule 
requirements? 

 the standards and implementation specifications found in the Administrative
inistrative functions, such as policy and procedures that m

m
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Resources 
T dress other specific topics related to the Security Rule.  
The next paper in this series covers the Physical Safeguard s 
required to protect electronic systems, equipment and the
en tal hazards and un on measures necessary to restrict 
physical access to EPHI. 
 
Covered entities should periodically check the CM
http://www.cms.hhs.gov/hipaa/hip

he remaining papers in this series will ad
s section.  These are the safeguard

 data they hold, from threats, 
vironmen authorized intrusi , as well as the 

S website at 
aa2 for additional i rces as they work through 

the tation pr a of information available on 
the Internet. While CMS does not endorse guidance provided by other organizations, covered 
en o chec  an l health care 
organizations, such as national provider and health additional inform . 
 

 

nformation and resou
y other sources  security implemen ocess. There are m n

tities may also want t k with other local d national professiona
 plan associations for ation

Need more information? 

ite ofte .h
 
Visit the CMS webs n at http://www.cms hs.gov/hipaa/hipaa2 for the la

ts of upcoming events. 
test security 

klists, webcasts, and announcemen
 
Call the CMS HIPAA Hotline at 1-866-282-0659 326-1166, or 
email CMS at askhipaa@cms.hhs.gov

papers, chec

, use the HIPAA TTY 877-
. 

ivil Rig w
 
Visit the Office for C hts website, http://w w.hhs.gov/ocr/hipaa, for the l

ivacy Rule. 
atest 

AQs and other information on the Prguidance, F
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S  Matrix (Appendix A of the Security Rule) 
ADM E SAFEGU
ecurity Standards

INISTRATIV ARDS 

Standards Sections Implementation 
, (A

Specifications 
(R)= Required )=Addressable 

Risk Analysis (R) 
Risk Management (R) 
Sanction Policy (R) 

Security 
Management 
Process 

§ 164.308(a)(1) 

Information System 
Activity Review 

(R) 

Assigned Security 
Responsibility 

)  § 164.308(a)(2  

Authorization and/or 
Supervision 

(A) 

Workforce Clearance 
Procedure 

(A) 

Workforce Security § 164.308(a)(3) 

Termination Procedures (A) 
Isolati
Clear

) ng Health Care (R
inghouse Functions 

Access Authorization (A) 

Info ss 
Man

§ 164.308(a)(4) 

t 
ation 

(A

rmation Acce
agement 

Access Establishmen
and Modific

) 

Security Reminders (A) 
Protection from Malicious 
Software 

(A) 

Log-in Monitoring (A) 

Security Awareness 
and Training 

§ 164.308(a)(5) 

Password Management (A) 
Security Incident § 164.308(a)(6) (R) 
Procedures 

Response and Reporting 

Data Backup Plan (R) 
Disaster Recovery Plan (R) 
Emergency Mode 
Operation Plan 

(R) 

Testing and Revision 
Procedures 

(A) 

Contingency Plan § 164.308(a)(7)  

Applications and Data 
Criticality Analysis 

(A) 

Evaluation 
 

§ 164.308(a)(8)   

Business Associate 
Contracts and Other 
Arrangements 

§ 164.308(b)(1) Written Contract or Other 
Arrangement 

(R) 
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PHYSICAL SAFEGUARDS 
Standards Sections Implementation Specifications 

(R)= Required, (A)=Addressable 
Contingency Operations (A) 
Facility Security Plan (A) 
Access Control and 
Validation Procedures 

(A) 

Facility Access 
Controls 

 

§ 164.310(a)(1) 

Maintenance Records (A) 
Workstation Use 
 

§ 164.310(b)                                                                  

Workstation Security 
 

§ 164.310(c)              

Disposal (R) 
Media Re-use (R) 
Accountability (A) 

Device and Media 
Controls 

§ 164.310(d)(1) 

Data Backup and Storage (A) 
TECHNICAL SAFEGUARDS 

Standards Sections Implementation Specifications 
(R)= Required, (A)=Addressable 

Unique User Identification (R) 
Emergency Access 
Procedure 

(R) 

Automatic Logoff (A) 

Access Control § 164.312(a)(1) 

Encryption and Decryption (A) 
Audit Controls 
 

§ 164.312(b)  

Integrity § 164.312(c)(1) Mechanism to Authenticate 
Electronic Protected Health 
Information 

(A) 

Person or Entity 
Authentication 

§ 164.312(d)                                               

Integrity Controls (A) Transmission 
Security 

§ 164.312(e)(1) 
Encryption (A) 

 ORGANIZATIONAL REQUIREMENTS 
Standards Sections Implementation Specifications 

(R)= Required, (A)=Addressable 
Business Associate 
Contracts 

(R) Business associate 
contracts or other 
arrangements 

§ 164.314(a)(1) 

Other Arrangements (R) 
Requirements for 
Group Health Plans 

§ 164.314(b)(1) Implementation 
Specifications 

(R) 
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 POLICIES AND PROCEDURES AND DOCUMENTATION REQUIREMENTS 
Standards Sections Implementation Specifications 

(R)= Required, (A)=Addressable 
Policies and 
Procedures 

§ 164.316(a)  

Time Limit                                     (R) 
Availability (R) 

Documentation § 164.316(b)(1) 

Updates (R) 
  

 


